Multi Factor Authentication (MFA) Guidance Notes

What is Multi Factor Authentication?

It is a security system that verifies a user’s identity by requiring multiple credentials,
rather than just asking for a username and password. You will see through these
instructions the different options available to you. It is important that you do this,
to enable you to use Microsoft Teams.

Accessing your account
Method:
1 Enter the URL www.office.com You will see the following screen

) Office 365 Login | Microsoft Offic X~ +
& S5 C @ officecom h*g F

We use cookies to improve your experience on our websites and for advertising. Privacy
Statement

=- Microsoft | Office Products ~  Resources ~ Templates  Support My account All Microsoft ~ :.1*\,

Remote Learning in education. Learn more >

Accept all Manage cookies

L=

Welcome to Office

Your place to create, communicate, collaborate,
and get great work done.

Get Office

Sign up for the free version of Office >

2 Click onto the Sign in button, to display the following screen

e Microsoft
Sign in

tracey.willia ms@ﬂintshire.gov.ukj

Mo account? Create onel
Can't access your account?

Sign-in optians

3 Enter your work email address where prompted
4 Click Next. The following screen appears
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B® Microsoft

It looks like this email is used with more than one
account from Microsoft. Which one do you want to
use?
Work or school account
E Created by your IT department
tracey.williams @flintshire.gov.uk

Persanal account

g Created by you

tracey.williams @flintshire.govuk

Tired of seeing this? Rename your personal Microsoft

account.

Back

If the screen above does not appear skip to step 6

5 If you have had to create a personal account in the past using your council
email address you will get the 2 options shown here above. You MUST
select the Work or school account option. The following screen will
appear.

Sar v Filint
~
Flarvtshare

< tracey.williams@flintshire.gov.uk

Enter password

Fargot my password

6 Enter your password where prompted. This is you AD/Windows password
(the one you use when logging onto your PC/laptop). The following screen
appears
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Sor v Filant
Flartshare

tracey.williams@flintshire.gov.uk

More information required

Your arganization needs more information to keep
your account secure

Use a different account

Ledrn more

T

7 Click onto Next.

Follow Accessing your account steps 1 to 7, You must now
choose which additional security verification method to use.

¢ /¢ Please note — if you don't get the options below you have previously
/ ! \ registered your Flintshire email with a Microsoft account maybe with Teams

meeting for another organisation or if you have been working on TTP. If
you want to change any information on your Microsoft account (different mobile
number for example) you can do this by going to https://myaccount.microsoft.com/
and then Security Info to add to your profile or make changes.

Mobile App
Deny or Approve

Authentication by phone.

It is from this point we will look at the different ways you can select your
Additional Security Verification.
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Authentication by phone
This is the default option and will send you a code by text message.

Additional security verification

Secure your account by adding phone verification to your password. View video to know how to secure your account

Step 1: How should we contact you?

Authentication phone v

United Kingdom (+44) v [1231231123 |

Method

®  Send me a code by text message

Your phone numbers will only be used for account security. Standard telephone and SMS chargas will apply.

Method:

1 Make sure that below Step 1: How should we contact you?, you have
Authentication phone selected

2 From Select your country or region you choose United Kingdom, then
in the box to the right enter your mobile phone number

3 Then click the Next button. This will display the Additional security
verification screen as shown below. You will also receive a confirmation
on your mobile, with a code also confirming your email address. Enter this
code into the box provided on screen

Fu-.-l-!

Additional security verification

Step 2: We've sent a text message to your phone at +44 077

Gowsl )

4 Enter the code then click the Verify button. The following will appear on
screen
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Sar y Filit
‘-I lintshire

Additional security verification

Secure your account by adding phone verification to your password. View video to know how to secure your account

Step 3: Keep using your existing applications

In some apps, like Outlook, Apple Mail, and Microsoft Office, you can't use a phone to secure your account. To use these apps, you'll need to create a new "app
password” to use in place of your work or school account password. Learn mare

Get started with this app password:

gzrimjxjdfxzsger l_a

5 Click Done
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Authentication Mobile App

Method:

1 Make sure that How should we contact you? you have Mobile App selected,
tick the Use Verification code box.

Additional security verification
Secure your account by adding phone verification to your password, View video to know how to secure your account

Step 1: How should we contact you?
METTTE———

— How do you want to use the mobile app?
S ;
. Recewe notifications for venficabion

O Use verfication code

To use these venfication methods, you marst set up the Microsoft Authenticator app.

Setup Please configure the mobile app.

2021 Microsoft  Legal | Privacy

2 Next download the Microsoft Authenticator App from the App store/Google Play
store. Type in Microsoft authenticator app as below, and install
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05154 ® ol 93% M

& microscft authenticator app Q \9/

@ Microsoft Authenticator
Micresall Corporation m

4.7 % 10M+ 3
388K reviews Downivads PEGIA G

& oo woure

Usa Micreso®t Authenticator to sign in €aslly and securaly with
ZFA/MFA

Authenticator
Mabilelron + Business

15« [ 104+

Microsoft Outlook
ﬁ Microsaft Carporation « Productivity

P Inctalled

Related Searches

Q microsoft account app
Q microsoft apps

Q authenticator app fortnite

(1 O

3 Open the Microsoft Authenticator app, select the plus icon and select Add
account, and then select Work or school account, followed by Scan a QR Code.
If you don't have an account set up in the Authenticator app, you'll see a large

blue button that says Add account.

4 If you aren't prompted to use your camera to scan a QR Code, in your phone's
settings, ensure that the Authenticator app has access to the phone camera.
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0916 & & el 92% 0

Skip

=
E

Feace of mind for your digital life

@

Secure your accounts with multi-factor
authentication.

u Sign in with Microsaft

== Scan a OR code
0F code will be shared by your acoount grovider [e.g

icrasoft, Google, Facebook] or arganizetion

Restaore from Backup

I O <

5 Choose Scan a QR code as above.

6 Hold your phone up to the QR code which is displayed on your Screen as shown
below
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Configure mobile app
Complete the following steps te configure your mobile app.

1. Install the Microsoft authenticator app for Windows Phone, Android or i0S.
2. In the app, add an account and choose "Werk or school accoun

3. Scan the image below.

If you are unable to scan the image, enter the following information in your app-
Code: 902 642 479
URL: hitpsy//mobileappcemmunicator.auth.microsoft.com/mac/MebileAppCommunicator.sve/ 180125702

If the app displays a six-digit code, choose "Next".

m Cancel

7 You will need to use your phone security to log onto the Authenticator this being
ether or the PIN you have set or your fingerprint recognition. The authenticator
maybe show your work email address myname@flintshre.gov.uk with an > to
see the code Tap this to get your one time password code, which changes like
your RSA tag does every few seconds.

8 You will also be asked to add some extra security in case you lose your phone
as below:

9 From Select your country or region you choose United Kingdom, then in the
box to the right enter your mobile phone number
Then click the Next button.

After you add your accounts to the app, you can sign in using the

Authenticator app on your device.

For devices running iOS, you can also back up your account credentials
and related app settings, such as the order of your accounts, to the cloud.

To access the Authenticator choose the app from your phone as shown
(you may need to move this to your front screen depending on the setup of your
phone)
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Deny or Approve method using a Mobile Phone

Method:

1. Pick an account or create a new one if you have not created.

B5 Microsoft

Pick an account

Linda Roberts

Linda.roberts@flintshire.gov.uk

Signed in

—I— Use another account

2. Once you have registered your phone to get the notifications (as above) you
will get the following screen

© Flintshire IT Training Rev 1.0
10



Multi Factor Authentication (MFA)

Guidance Notes

Sy Filint
™ Flintshire

linda.roberts@flintshire.gov.uk

Enter password

Password

Forgotten my password

Sign in with another account

3. Type in your password
4. You will get the screen below

Sir y Filint
r.ilmlshirv

linda.roberts@flintshire.gov.uk

Approve sign-in request

© We've sent a notification to your mobile device.
Please open the Microsoft Authenticator app to

respond.
Having trouble? 5ig

More information
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5. On you mobile you will get the following

11:40 @

G Approve sign-in?

flintshire.gov.uk
Linda.roberts@fintshire.gov.uk

Approve sign-in?

Enter your screen lock because App Lock is on

USE PIN

6. If you don’t respond to the request you will get this:

Sir y Filint
(i
Flintshire

linda.roberts@flintshire.gov.uk

We didn't hear from you

We sent an identity verification request to your
Microsoft Authenticator app, but we didn't hear from
you in time. View details

Send another request to my Microsoft Authenticator
app

Having trouble?

Enter a security code from your Microsoft account or
authenticator app instead.

If you can't use an app right now, get a code a
different way.

More information

Cancel

Troubleshooting details x
If you contact your administrator, send this info to them.

Copy info to cliphoard

Error Code: 500121

Request Id: 867afb7{-0329-485¢-bf2f-56bf04086600
Correlation Id: 71d2f3fc-5f62-445¢-a07d-d2b447h2bast
Timestamp: 2021-01-07T11:38:452

Advanced diagnostics: Enable

If you plan on getting support for an issue, turn this on and
try to reproduce the error. This will collect additional
information that will help to troubleshoot the issue.
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7. You should now be logged in and get the following:

= -:-':l 0 Mecrosoft Office Home x|

< O @ oy werw.odfice.com T

i Office 365

where you can see and all of your € pps. If it's empty, it could be tha

your IT department. They can hel

Install Office

Good morning

Sign in complete!

Further Support

If you need further assistance please contact IT Service Desk01352 702222, or
submit any queries/issues via TOPdesk self-service (click on the link) Self
Service Support with images of any relevant error messages.
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